NHOOPMAILIMOHHA S ITAMATKA
JUIA OBYYAIOIIMXCA 1J1A PASMEINEHU A
HA OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C Kax/1bIM I'0ZIOM MOJIOZEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ IIKOJIBHUKU OJTHU U3 CaMBIX
AaKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa mamsTKa JODKHA ITOMOYb Tebe 6e30MmacHo
HaXOAWUTHCS B CETH.

KommnsrorepHbie BUpyChI

KomMnproTepHslii BUpYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTH K pa3MHOXEHHIO. B nononHeHue k 3Tomy,
BUPYCBI MOT'YT MIOBPEIUTH WIIM NOTHOCTHIO YHUUTOXKHUTh BCe (ailyibl U TaHHbIE,
MOJIKOHTPOJIbHBIE TIOJB30BATEIN0, OT UMEHU KOTOPOTo Obljla 3amyIieHa 3apa’keHHas Iporpamma,
a TaKk)Ke MOBPEIUTh WK Aa)Ke YHUUTOXKHUThH ONEPALlMOHHYIO CUCTEMY CO BCceMH (hailimamu B
1esnoM. B GonbIIMHCTBE CilyyaeB pacpOCTPaHSAIOTCS BUPYChI UEpe3 HHTEPHET.

MeTopl 3aIUThHI OT BPEAOHOCHBIX MMPOTPaAMM:

1. Mcnonp3yii COBpEMEHHBIE ONEPALIIOHHBIE CUCTEMBI, UMEIOLINE CEPLE3HBIN YPOBEHD 3alIUTHI
OT BPEIOHOCHBIX IIPOrPAMM;

2. IlocTtosiHHO ycTaHaBnMBai nayTu (UG POBbIE 3aIUIATKH, KOTOPbIE aBTOMATHUECKH
YCTaHABJIMBAIOTCS C LENbIO JOPaOOTKH MPOrpamMMbl) U Apyrrue OOHOBIIEHHS CBOEH
omnepanroHHoM cucteMbl. CKaunBai X TOJIBKO ¢ oduLManbHOTO caifta pazpadborunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMAaTHUYECKOTO OOHOBIJICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITBOTEPE MO IMTpaBaMU MOJIL30BATCIIA, 4 HC aIMUHUCTPATOPA. 9T0 HE
ITO3BOJIUT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX IIPOrpaMM MHCTAJUIMPOBATLCSA HA TBOCM IIEPCOHAIIBHOM

KOMITBIOTEPE;

4. Mcnionb3yil aHTUBUPYCHBIE POTPAMMHBIE MPOAYKTHI U3BECTHBIX TPOU3BOIUTEIIECH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (HU3NYECKHUH JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII;

6. Mcrionp3yit BHENTHUE HOCUTEIM HHPOPMAIINH, TaKUe Kak (uierka, TUCK win (ain u3
HHTCPHETA, TOJBKO U3 MMPOBCPCHHBIX NCTOYHUKOB;

7. He oTKpBIBaii KOMIBbIOTEPHBIE (DaiiiIbl, MOTyUYEHHBIE U3 HEHAIeKHBIX UICTOUHUKOB. [laxe Te
(ailnbl, KOTOpbIE MPUCIIAT TBOIM 3HAKOMBIN. JIyurie yTouHu y HEro, OTHPABIsUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 310 He BuJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIh OpeH, Mapka. Eme B 1991
roJty HUAepJIaHACKass KoMnaHus 3apeructpuponaia openn "WECA", uro 0603Ha9ano
cmoBocouetanne "Wireless Fidelity", koTopsiii mepeBoguTcs Kak ""0ecrpoBOHAS] TOYHOCTH'".



Jlo Hamero BpeMeHH AoIIa apyras ab0peBuaTypa, KOTopas SBISIETCS TAKOH jK€ TEXHOJIOTHEH.
Oto ab0OpeBuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha CTAaH/AapT BbICLICH
3BYyKOBOM TexHukH Hi-Fi, 4To B mepeBojic 03Ha4aeT "BHICOKAsi TOYHOCTH".

Ja, 6ecrutaTHpIf HHTEPHET-IOCTYT B Kade, OTENsAX U a3poIopTax SBISIETCS OTINIHON
BO3MOXHOCTBIO BbIX0O/1a B UHTEpHET. HO MHOTHE 3KCIIepThI CUUTAIOT, 4TO 001Ie0cTynHble Wi-
Fi cetn He sBnsitoTCS 0€30MaCHBIMHU.

CoBeTsl 110 0€30MaCHOCTH pabOThI B 00IIEN0CTYTHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro muunyo uHpopMmaruio yepes odmenocrynusie Wi-Fi cetu. PaGoras B
HHX, )EJIaTeJbHO He BBOJIUTH MApOJIH AOCTYTIA, IOTHHBI M KAKHE-TO HOMEPa;

2. Ucnionb3yit 1 0OOHOBIISIN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMbIM ThI
o0e3onacuiib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmroun dysknuto "O0muit focTy k (aiinam u npuHTepam’.
JlaHHas GYHKIHMS 3aKphITa 10 YMOJIYAHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATENIN aKTHBHPYIOT €€
JUIs1 y10OCTBa MCTIONIb30BaHUS B paboTe mitn yueoe;

4. He ucnone3yit myonuuneiii WI-FI s nepenaun nMuHbIX JaHHBIX, HAPUMEP IS BBIXOJA B
COLIMAJIbHBIC CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Ucnonw3yi Tonpko 3ammuimennoe coenuaenue uepes HTTPS, a ue HTTP, T.e. npu Habope
BeO-apeca BBou MeHHO "https://";

6. B mo6unbHOM Tenedone otkimoun ¢pyHkuuto "l[lonkmouenne k Wi-Fi apromatnuecku". He
JIOTTyCKall aBTOMaTHYECKOTO TOAKITIOYEHUS yCTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacusi.

ConmanbHble ceTH

ConuanbHbIe CeTH aKTUBHO BXOST B HAITy KU3Hb, MHOTHE JIFOJIU pa0OTAOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBan MULIMap/ YeJIOBEK, UTO SIBISIETCSA OJHOM
CeIbMOM BceX KHTeNel IiaHeThl. MHOTHE MOJb30BaTe I HE IIOHUMAIOT, YTO HH(pOpMaLus,
pa3MelieHHast MU B COIIMANIbHBIX CETSIX, MOKET ObITh Hali/IeHa U UCII0JIb30BaHa KEM YTOAHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMH HaMEPEHHUSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLIMAJIBHBIX CETIX:

1. Orpanuyb CIMCOK Apy3eh. Y TeOs B APY3bsiX HE JOJDKHO OBITh CIIy4alHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amMiail cBoro YacTHYIO >kHM3Hb. He yka3piBaii mapoinu, TenedoHsl, ajapeca, JaTy TBOETO
POXAEHUS U JPYTYIO JINYHYI0 HH(OPMAIHIO. 3I0YMBIIUIEHHUKH MOTYT UCIIOIb30BATh aXe
UH(POPMALIHIO O TOM, KaK Thl M TBOHM POAMTENH TUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amuiaii CBOIO peMyTaIHIo - JIEPKHU €€ B YUCTOTE U 3a/1aBail cede BOMpoc: XOTeN OBl ThI,
4yTOOBI IPYTHE MOIH30BATENN BUIEITH, UTO ThI 3arpyskaeib? [logymaii, npexae ueM 4To-To
OITy0JINKOBATh, HATIKCATh U 3aTPy3UTh;

4. Ecny Thl TOBOPHILB € JKOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE PEAIBHOE UMS U
JIPYTYIO JUYHYI0 HHPOPMAIIUU: UMSI, MECTO JKUTEIbCTBA, MECTO y4€Obl U IIPOUEE;



5. N36eraii pazmemienus Gororpaduii B UHTEpHETE, I/Ie TH N300pa’K€H HA MECTHOCTH, 110
KOTOPOl MO’KHO OIPEICTUTHh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructparuu B COIMANTBHON CETH HEOOXOAMMO UCTIOIB30BaTh CIIOKHBIC MTAPOJIH,
cocTosmme U3 OyKB U IUQP U C KOJUISCTBOM 3HAKOB HE MEHEe §;

7. J1nst conmanbHOM ceTH, MOYTHl M APYTUX CAaHTOB HEOOXOIMMO UCTOIb30BaTh pa3HbIe ApOJIH.
Torna ecnu Te6s1 B310MAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT J0CTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DNEKTPOHHBIE JIEHbI' U

DJIIEKTPOHHBIC IEHBIY - 3TO OYEHb YO0OHBIN CIIOCOO TUIATEKEH, OHAKO CYIIECTBYIOT
MOIICHHHUKU, KOTOpBIe XOTAT HOJ'Iy‘II/ITIu 9TU ACHBI'N.

DNEKTPOHHBIE JEHBIU MOSIBUIMCH COBCEM HEIABHO M KIMEHHO M3-32 3TOT0 BO MHOTUX
rocyAapcTBax 0 CHX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun jxe oHM (pyHKIIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIe UX pa3AeisfioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHMMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcsi MPOBOIUTH ONepaliy 0e3 uIeHTH()UKALINY TT0Ib30BaTeNs, a B
HEaHOHMMHBIX HJICHTH(UKALNS TOJIH30BATEINS SBISETCS 0053aTEIBHOM.

Taxxe crnemyer pa3nnyarh 31eKTpOHHbIE (PUaTHbIE JCHBIU (PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM)
¥ 3JICKTPOHHBIC HE(HUATHBIC ACHBI'H (HE PaBHBI TOCYAaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOI paboTe ¢ IEKTPOHHBIMU JCHBIAMHU:

1. ITpuBsixku K cueTy MOOMIBbHBIHN TenedoH. ITo caMblil yJOOHBII U OBICTPBIN CIOCO0
BOCCTAaHOBHUTH JIOCTYT K cuety. [IpuBsi3aHHbIH TeneOH MOMOXKET, eciu 320y IelIb CBOU
IJIATEKHBIN MTApOJIb WU 3alIe1Ib HA CAalT C HE3HAKOMOI'O YCTPOUCTBA,

2. Ucnonw3yit ogHOpa3oBbie mapoiu. [locne nmepexoaa Ha yCUIIEHHYIO aBTOPHU3aIIUIO0 TeOe yKe
He OyeT yrpoXaTh OMACHOCTh KPaXKH MJIH IepeXBaTa MIaTe)KHOTO IMapoJis;

3. BriOepu cioxkHbIN mapoib. [IpectynHrnkamM OyeT He MpOCTO yraaaTh CIIOXKHBIN Mapoib.
HanexHple mapoiu - 3To mapoJiv, KOTOPBIE COAEPKAT He MEeHee § 3HAKOB M BKIIFOUYAIOT B ce0s
CTPOYHBIC ¥ MPOMUCHBIC OYKBBI, IIU(PHI M HECKOJILKO CHMBOJIOB, TAKWE KaK 3HAK JI0JIjIapa,
¢dyHTa, BOCKIHMIIATEIbHBIN 3HaK U T.1. Hammpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIIb.

DIIeKTpOHHAs MOYTa

DNEeKTPOHHAs MOYTa - 3TO TEXHOJIOTHS U MIPEIOCTABIIIEMBIE €10 YCIYTH IO MEePECHIIKE U
TIOJTYYCHUIO JICKTPOHHBIX COOOIICHHIA, KOTOPBIC PACTIPEACIISIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO ANIEKTPOHHBIN MOYTOBBIH SIIUK BBITTISAIUT CIEAYIOIIUM 00pa3oM:
UMs_TIOJIB30BaTeII(@uMsI_ToMeHa. Takxke KpoMme mepeadn MPOCTOro TeKCTa, HMECTCS

BO3MOXHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO OE30MaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:



1. Hago BbIOpaTh npaBuiibHBINA MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle I0BEPATh TEM, KOT'O 3HAellb U KTO IEpPBbIi B
pEUTHHTE;

2. He yka3bIBaii B TMYHOM MouTe JIMYHYI0 HHpopmMaruio. Hanpumep, sydiie BEIOpaTh
"My3bIKanbHbIN _(panat@" wiu "pok2013" BmecTo "temal3";

3. Ucnonb3yi IBYXATAlHYI0 aBTOPU3AIMIO. ITO KOrJa TOMUMO MAPOJIsi HYy’KHO BBOJUTH KO,
npucbuiaeMblii mo SMS;

4. Boibepu cinoxHbIN maposnb. s KaXKaoro MoYTOBOTO AIIUKA JOHKEH OBITh CBOM HAJIEKHBIMH,
YCTOMYUBBINA K B3JIOMY MapoOJb;

5. Ecnu ecTh BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX ALIMKOB. [IepBbIil 17151 4acTHOM MEPENMCKU C aapecaTaMy,
KOTOPBIM ThI JOBEPSAECIIL. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALINN Ha

dbopyMax u caifTax;

7. He oTkpeIBaii (paiiyiel ¥ ApyTHE BIOKEHUS B MIUCHMAX, JIaXKe €CIIU OHU TPUIIUTA OT TBOUX
npy3eii. Jlydiiie yTO4HH y HUX, OTIPABIISUIN JTU OHU TeOe 3T (aiiibr,

8. ITociie okoHyaHuUs1 pabOTHI Ha TOYTOBOM CEPBUCE TMEPE] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0yp HaXxaTh Ha "Beriitu".

KuGepOymuHr wim BUPTyaabHOE H3/1€BATEILCTBO

KubepOysmuHr - mpecieqoBaHie COOOIEHUSIMH, COJACPIKAIMMH OCKOPOJICHHUS, arpecCHIo,
3aIyTUBaHNE; XYJIUTaHCTBO; COI[MAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO OOPbOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiics B 60i. Jlyummmii crioco6: mOCOBETOBATHCS Kak ce0st BECTH M, €CITU HET TOT0, K
KOMY MOKHO 00paTuThCs, TO BHAYalIe YCIOKOUTHCS. Eciy Thl HaUHeIb OTBeYaTh
OCKOpPOJICHUSIMHA Ha OCKOPOJICHHUS, TO TOJBKO €I1ie O0IbIIIe Pa30xKellb KOHPIUKT;

2. Yrpasisii cBoed KubeppemnyTauei;

3. AHOHUMHOCTb B CETH MHHMas. CYH_IGCTBYIOT CII0COOBI BBIAICHUTBH, KTO CTOUT 34 aHOHUMHBIM
AKKayYHTOM;

4. He cTout BecTH XyJIUraHcKui o6pa3 BUpTyalibHOM ku3HU. IHTEpHET puKkcupyer Bce TBOU
JIeMCTBUS M COXPAHSET UX. Y AAUTh UX OyJeT KpaifHe 3aTpyAHUTEIbHO;

5. CoGmroziait cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuanyasbiil Heratu. OTHOPa30BbIE OCKOPOUTEIBHBIE COOOIICHUS TyYIle
UrHopupoBaTb. OOBIYHO arpeccusi NpeKpalaeTcsi Ha HaYaJIbHOU CTaaNH;



7. bau arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOXKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICICHHBIX apeCcoB;

8. Eciu Th1 cBUeTeNnh KNOepOyummHra. TBOM NEHCTBUS: BEICTYIUTh MPOTUB MIPECIICI0BATEIS,
MOKa3aTh €My, YTO €T0 JIEUCTBUS OLICHUBAIOTCS HETaTUBHO, OJAJIEPKATh KEPTBY, KOTOPOI
HY’KHa IICUXO0JIOTMYECKask MOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEICHUS B
CETH.

MoOunbsHbIH TenedoH

CoBpemenHble cMapT(HOHBI U MIIAHIIETH cOAepKaT B ce0e BIOJIHE B3POCbINA (DyHKIIMOHAT, U
TETrepb OHU MOTYT KOHKYPHPOBATh CO CTAaI[MOHAPHBIMU KOMITbIoTepamMu. O1HAKO, CPEICTB
3aIIUTHI U1 TOJAOOHBIX YCTPOICTB MOKa O4eHb Maso. TecTupoBaHKE U MOUCK yS3BUMOCTEH B
HUX MTPOUCXOUT HE TaK MHTECHCUBHO, Kak Jutst [1K, To jxe camoe kacaercss U MOOMITBHBIX

IIPUIOKEHUN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl yxkKe MPAaKTUYECKHU JTOTHAIU HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmupenue (GpyHKIIMOHAIA BI€YET 32 COOO0W OONBIIYIO CI0KHOCTh M MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIsl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JjIs1 6€30MaCHOCTH MOOMIILHOTO TelleoHa:

Huyero He sBisieTcst MO-HACTOAIIEMY OeCIUIaTHBIM. ByIb OCTOpOKEH, BeIb KOr/ia Tebe
npeiaraoT OecriaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

Hywmaii, npexzae yem otnpaBuTb SMS, poTto nnu Buzneo. Thl TOUHO 3HAEIIb, I/I€ OHU OYIyT B
KOHEYHOM HUTOre?

Heo6xoa1Mo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
Hcnonp3yii aHTUBHPYCHBIE TPOTPAMMBI JIJIsI MOOHMIIBHBIX TeIe()OHOB,

He 3arpy>1<aﬁ MPUITOKCHUA OT HCU3BCCTHOIO UCTOYHHKA, BEAb OHU MOT'YT COACPIKATDH
BPCAOHOCHOC NPOIrpaMMHOC O6€CH€‘-I€HI/IG;

I[Tociie TOro Kak ThI BBIH/ICIIE ¢ CaiiTa, TJI¢ BBOJWI JINIHYIO HHPOPMAIIHIO, 3ai1H B HACTPOMKH
Opay3epa u ynamu cookies;

[Iepnoanuecku npoBepsi, KaKue IJIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOIf HOMEp MOOMIJIBHOTO Tene(oHa TOIBKO JHOSIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEPsICIITh;

Bluetooth momkeH ObITh BBIKIIFOUEH, KOTJa Tl M HE TOJIb3yenibes. He 3a0biBail nHOT 1A
HPOBEPSATH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAIH-UTPBI - TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BICUEHUS, O0BEINHSAIONINE
COTHH ThICAY YEJIOBEK MO BceMy MHpy. rpoku uccneayioT 1aHHbINH UM MUp, OOIAIOTCS APYT C



APYroM, BBITIOJHAIOT 3aJaHusd, CPaKA0OTCA C MOHCTpaMU U MOJIy4arOT OIIBIT. 3a YAOBOJIbCTBUC
OHU IJIATAT: MOKYIAKOT AUCK, OIIAYUBAIOT a0OHEMEHT WU HpHOGpeTaIOT KaKuC-TO OIIIIMH.

Bce a1 cpeacTBa uayT Ha MOJAEpKAHUE U Pa3BUTHE UIPbI, a TAKXKE HA caMy 0€30MacHOCTD:
COBEPIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIE MaT4dH (1IU(POBBIE 3aIIaTKH

JUIS IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT OracaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciu npyroit urpok BeaeT ceds MI0Xo WM Co3/1aeT TeOe HEMPUITHOCTH, 3a0JIOKUPYH ero B
CITUCKE UTPOKOB;

2. HO)KEIJ'nyICfI AAMUHUCTPATOPAM UI'PBI HA TIJIOXOC ITOBEACHUC 3TOI'O UI'POKA, KCJIATCIIBHO
IMPUITOKUTH KaKHUC-TO JOKA3aTCJIbCTBA B BUAC CKPHUHOB;

3. He yka3siBaii tnunyto nHdopmaruio B npodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoUIIMAIbHBIC TATYN U MOJIBI;

6. Ucrionb3y#t Cl0XKHBIE U pa3HbIE MapOJIU;

7. laxxe BO BpeMsl UTPbI HE CTOMT OTKJIIOYaTh aHTUBUPYC. [Ioka ThI Urpaeiib, TBOH KOMIIBIOTED
MOTYT 3apa3uTh.

DUImUHT WK Kpaxa JUYHBIX JaHHBbIX

OOBIYHOM KpaXkeil IeHeT U TOKyMEHTOB CErOHs YK€ HUKOTO HE yIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TI0YMBIIIUICHHUKH TIEPEMECTIIINCH B MHTEPHET, U MIPOJIOJDKAIOT
3aHUMATHCS "JTFOOUMBIM" JEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WK (DUIIIMHT, TJIaBHAS 1IEJIb KOTOPOTO
COCTOMUT B IMOJTYYCHHUU KOH(l)I/I,Z[GHL[I/IaHBHBIX JAaHHBIX 0JIL30BaTEJICH - JOTMHOB U HapOJ'IeI‘/JI. Ha
AHTJIMCKOM s13bIKe phishing uynuTtaercs kak ¢ummHr (0T fishing - peiOHas n10Bs, password -
MapoJib).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITMHTOM:

1. Crenn 3a cBouM akkayHTOM. Ecim ThI moto3peBaeiib, 4To TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ M COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO
CKopee;

2. HCHOJ’IBS}H’I Oe30macHbIe BC6'CEII>1TBI, B TOM YHUCJIC, MHHTCPHCT-MAara3nHoB U MOUCKOBLIX CUCTEM;

3. Mcnionb3y# CIIOKHBIC U pa3HbIe MAapoiu. TakuM 00pa3oM, ecii Te0s B3IIOMAOT, TO
37I0YMBIIIJICHHUKH MOJTyYaT JOCTYII TOJIBKO K OTHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;



4. Ecnu Te0s B3710Maiu, TO HEOOXO0AUMO MPEIYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y TeOs B APY3bsX, O TOM, YTO T€Os B3JI0OMaJIN U, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchuIaThCs ClIaM U CChUIKU Ha (DUILMHTOBBIE CANTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOUM COXpaHEHHE Maposis B Opaysepe;

7. He oTkpeIBaii (paiinel U Apyrre BIOKEHUS B MUCbMAX, 1a)Ke €CIIU OHU MPUIILUTA OT TBOUX
npy3ei. Jlydine yTouHn y HUX, OTHPABIISUINA JIU OHH Te0e 3T (haiibl.

Hudposas penyranus

Hudposas pemyTarys - 3T0 HEraTUBHAs MM MO3UTHBHAS HHPOPMAaLUs B CETH O Tebe.
Komnpomerupyromias nHpopmanus, pa3MeieHHas: B UHTEPHETE, MOXET CEPbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOM xku3Hu. "[{udposas penyranus" - 3TO TBOM UMUK, KOTOPHIi
dbopmupyeTcs 3 nHPopManuu 0 Tebe B HHTEPHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE IOJIOKEHNE, 0COOEHHOCTH XapaKkTepa u
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#e moapOCTKH JIETKOMBICJICHHO OTHOCSTCS K ITyOJIMKAIIUK JIMYHON MH(GOPMAITUU B
HuTepHeTe, He MOHUMAask BO3MOXKHBIX IOCIEACTBUI. ThI 1aKe HE CMOXKEIb JOTANATHCSA O TOM,
yT0 (hoTorpadus, pa3MelieHHas 5 IeT Ha3a/l, cTajla IPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KomMmeHnTapuu, pasmenienne TBoux ¢pororpaduii U Ipyrue 1eUcTBUS MOTYT HE UCUE3HYTh JaKe
10CJI€ TOTO, KaK Thl MX YJalullb. Thl He 3HaeIllb, KTO COXpaHMJI 3Ty UH(OpMAIHIO, ToTaia I
OHA B [TOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a [JIABHOE: YTO MOAYMAIOT O Tebe
OKpY>KalOIIHe JII0/IU, KOTOpbIe HAWIYT M YBUAAT 3T0. HaliTu nHpOopMannio MHOTO JIET CITyCTs
CMOJKET JII000H - KaKk U3 100phIX NOOYKIEHUI, TaK U C HAMEPEHUEM MPUYMHUTD Bpea. ITO
MOJKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aLTUTE LIUPPOBON permyTaIiH:

1. [Togymaii, mpex e ueM uTo-TO MyOJUKOBATh U MepeaBaTh y ceOsi B 6J10T€ WK B COITUATBHOM
CeTH;

2. B HacTpoiikax npoduiist yCTAaHOBU OTPaHUUYEHUS Ha IPOCMOTP TBOETO MPOUIIS U €ro
COAEP)KUMOTO, ClIeJIaidl €ro TOJIBKO "miisd 1py3eit”;

3. He pa3memaii 1 He yKka3biBail HHPOPMAIIKIO, KOTOPask MOXKET KOT0-TM00 OCKOPOISAThH UITH
00MXaTh.

ABTOpCKOE IIpaBo
CoBpeMeHHbIE IIKOJIbHUKY - aKTUBHBIE TI0JIb30BaTENN IM(POBOro mpoctpancTsa. OaHako
JTAJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHME MHOTUMHU BO3MOXKHOCTSIMHU LIUPPOBOTO MUpa TpedyeT

cOOJTI0ICHHSI TPAaB Ha UHTEIUICKTYIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIEKTYalbHAasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3IMUHBIM TBOPEHUSAM
YEeJI0BEUYECKOT0 YMa, HAYWHasl C HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh



Ha MPOIYKTHI U YCIYTH, ¥ 3aKaHUYUBasi KHUTaMH, (oTorpausiMu, KWHOQUIBMaMHU 1
MY3bIKAJIBHBIMU ITPOU3BEICHUSAMU.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha UHTEJUIEKTyalbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS HAYKH,
JUTEPATYphl U UCKYyCCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B KAYECTBE FapaHTUHU TOTO, YTO
MHTEIJICKTYaJIbHBIM/TBOPUECKHM TPyl aBTOpa He OyIeT HalpacHbIM, AAaCT €My CIIpaBeAIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOETO TPY/a, MOJIYyUYUTh U3BECTHOCTh U NMPU3HAHMUE.
Huxkro 0e3 pa3pelieHus: aBTopa He MOXKET BOCIIPOU3BOJUTH €0 MPOU3BEACHHE, PACTIPOCTPAHSITD,
nyOJIMYHO IEMOHCTPUPOBAThH, IPOAABATH, UMIIOPTHPOBATH, ITyCKaTh B IIPOKAT, ITyOIMYHO
UCTIONHSATH, MMOKa3bIBATh/UCIIONHATD B AGUpe Ui pa3MenaTh B IHTepHeTe.

Hcnonb3oBanue "nmupaTckoro” mporpaMMHOT0 00ecieueHusl MOKET MPUBECTU K MHOTUM
pHCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOMUCTBA, I/ie
yCTaHOBJICHA HeJleraiibHast mporpamma. He crout Taxske 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAIbHBIC
U OecIuiaTHbIE IPOrpaMMbl, KOTOPBIE MOXXHO HAWTH B CETH.

O nopraine

CeteBU4OK.p( - TBOH TJIaBHBIA COBETYUK B CETH. 31€Ch Thl MOXKEIIIh Y3HATH O OE30MTACHOCTH B
CETHU MOHSITHBIM U JIOCTYTIHBIM SI3bIKOM, a P BOBHUKHOBEHUU KPUTUUYECKON CUTYyaIUU
0o0paTUTbCA 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpCax U CTaTh CaMbIM LU(POBBIM
rpaxaaHuHOM!





